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The CompTIA Security+ SY0-701 course from Awon, provides a
comprehensive and expert-led training experience, covering five key domains
that are essential for understanding and excelling in the field of information
security. Participants will delve into general security concepts, threats,

vulnerabilities, mitigations, security architecture, security operations, and

security program management. The course features practical exercises and

hands-on labs to develop participant’s skills, ensuring that participants are

well-prepared for the SY0-701 certification exam.

Key Features

40 Hours Instructor led Live class
Highly interactive & Engaging session by industry leaders

Mentoring session from the seasoned expert

The latest Security+ SY0-701 Course Content

98% exam pass rate

Career guidance and mentorship

Certificate of course completion

Online study materials, files, Notes will be
available



Skills Covered

foundational security concepts and principles ,Identify, assess, and mitigate
various threats, vulnerabilities, and risks ,Master the principles and
practices of designing, implementing, and managing a robust security
architecture ,Security operations, incident response, monitoring, and
safeguarding critical assets ,Oversee and manage a security program

effectively ,Ensuring compliance, governance, and the protection of data.

Benefits

CompTIA Security+ provides a wide range of advantages for IT
professionals. It helps boost career prospects, increases
potential salary, and strengthens job stability within the
cybersecurity industry. By validating essential cybersecurity
knowledge and skills, it serves as a valuable qualification for
both newcomers and seasoned experts. In addition, this
globally respected certification paves the way for diverse career
paths across industries — from private companies to

government organizations.



Eligibility

No mandatory prerequisites. Any individual can sit for the Security+ SY0-701
exam. You don’'t need to submit proof of experience or prior certifications.
but It is recommended to have CompTIA Network+ certification (or
equivalent networking knowledge).

e Atleast 2 years of work experience in IT with a security focus.
e This is because Security+ builds on basic networking and IT
fundamentals.

If you jump straight into Security+ without networking knowledge, some
topics (like ports, protocols, firewalls) may feel overwhelming.

Target Audience

e Job roles and audience for the CompTIA Security+ SYO-701 course
include:

o IT Security Specialists /Network Administrators

e Security Consultants /Security Engineers/Systems Administrators

o IT Auditors/Cybersecurity Analysts

o Help Desk Technicians aiming to advance in security roles

e Risk / Compliance Analysts /Security System Installers and
Integrators

o IT Professionals seeking to transition to security-focused positions

e Students pursuing a career in IT security

Military and government personnel requiring security

certifications



Modules

I Module 1: General Security Concepts (12%)

1.1: Compare and Contrast Various Types of Security Controls
1.Categories
2.Control
e 1.2: Summarize Fundamental Security Concepts
o Confidentiality, Integrity, and Availability (CIA)
o Non-Repudiation
o Authentication, Authorization, and Accounting (AAA)
o Gap Analysis
o Zero Trust
o Control Plane
o Data Plane
o Physical Security

o Deception and Disruption Technology

1.3Explain the Importance of Change Management Processes and the
Impact to Security

o Business Processes Impacting Security Operation

o Technical Implications

o Documentation

o Version Control

1.41.4: Explain the Importance of Using Appropriate Cryptographic
Solutions

o Public Key Infrastructure (PKI)

o Encryption

o Tools

o Obfuscation
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o Hashing

o Salting

o Digital Signatures

o Key Stretching

o Blockchain

o Open Public Ledger

o Certificates

I Module 2: Threats, Vulnerabilities, and Mitigations
(22%)

2.1: Compare and Contrast Common Threat Actors

and Motivations

2.2: Explain Common Threat Vectors and Attack

Surfaces

2.3: Explain Various Types of Vulnerabilities

24: Given a Scenario, Analyse Indicators of
Malicious Activity
2.5: Explain the Purpose of Mitigation Techniques Used

to Secure the Enterprise

I Module 3: Security Architecture (18%)

e 3.1: Compare and Contrast Security Implications of
Different Architecture Models
e 3.2: Given a Scenario, Apply Security Principles to

Secure Enterprise

www.awonlearning.com



o 3.3: Compare and Contrast Concepts and Strategies to
Protect Data
o 3.4: Explain the Importance of Resilience and Recovery in

Security Architecture’

I Module 4: Security Operations (28%)

e 4.1: Given a Scenario, Apply Common Security Techniques to
Computing

e 42: Explain the Security Implications of Proper Hardware,
Software, and Data Asset Management

e 4.3: Explain Various Activities Associated with Vulnerability
Management

e 44: Explain Security Alerting and Monitoring Concepts and
Tools

e 45: Given a Scenario, Modify Enterprise Capabilities to
Enhance Security

e 46: Given a Scenario, Implement and Maintain Identity and
Access

e 47. Explain the Importance of Automation and Orchestration
Related to Secure Operations

e 4.8: Explain Appropriate Incident Response Activities

e 49: Given a Scenario, Use Data Sources to Support an

Investigation
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I e Module 5: Security Program Management and

Oversight (20%)

5.1: Summarize Elements of Effective Security Governance

5.2: Explain Elements of the Risk Management Process

5.3: Explain the Processes Associated with Third-Party Risk
Assessment and Management

5.4: Explain Types and Purposes of Audits and Assessments

5.5: Given a Scenario, Implement Security Awareness Practices

I Exam Details

Exam Code: SY0-701

Recommended Exp.. CompTIA Network+ and two years of
experience working in a security/ systems administrator job
role

Exam Description: The CompTIA Security+ certification exam
ensures that candidates possess the expertise and proficiencies
necessary to evaluate the security standing of enterprise
environments, suggest and execute suitable security solutions,
oversee and secure hybrid environments that encompass
cloud, mobile, and IoT, and conduct operations in alignment
with relevant laws and regulations, encompassing governance,
risk management, and compliance principles. Furthermore, it
attests to candidates’ ability to effectively identify, assess, and
manage security events and incidents.

Launch Date of New format Exam: 7th, November 2023
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I Exam Format

Number of Questions: Maximum of 90 Questions

Exam Format: Multiple Choice and Performance-Based

Exam Duration: 90 Minutes

Passing Score : 750 (on a scale of 100-900)

Languages :English, Japanese, Portuguese, and Spanish

Retirement :TBD - Usually three years after launch

Exam Fee official: USD 425

CompTIA has a retake policy: You must wait 14 days before trying again

Tools Covered

Nmap,
Wireshark,
Splunk /ELK,
Snort, and
basic Linux commands
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Earn Your CompTIA Security+ (SY 701)
Certification

Register Now
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Meet Online and Offline Latest Curriculum
International Training
Standatfs

Customised Job Ready Global Access of
Corporate Training Training and courseware
Learning
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CONTACT Us:

Awon Learning International
b Hickson Pl, Monash ACT 2904,

Australia

M Email: Support@awonlearning.com

(P Whatsapp +61 403950132

‘ Call- +61 403950132

. Follow us on Social
N f Media for the updates

Visit Us @ www.awonlearning.com


https://www.linkedin.com/showcase/awon-learning-for-finance-professionals/

